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About 
Imperium

Vision
Imperium Middle East has a vision to bring the best end to end
GRC global solutions for businesses at affordable prices.

Strategy
Our strategy is to create and offer an integrated solution to fit
the organizational goals for an overall well rounded Governance,
Risk and Compliance framework suitable to meet our client’s
unique requirements .
Our professional team comes in and understands your pain
points and draws up a workable strategy synchronizing the
latest technology with your operational environment to give you
peace of mind.



Introduction

- GRC represents multiple roles working together in a common framework, collaboration and architecture to bring
an enterprise view across governance risk and compliance activities throughout the organization

- This is a three-legged stool where all three are needed to effectively manage & steer the organization. Good
governance is achieved by proper risk and compliance management

ComplianceRisk ManagementGovernance

- The act of adhering to, and
demonstrating adherence to, external
laws and regulations as well as corporate
policies and procedures. It is the
coordinated activities to stay within
internally and externally mandated
boundaries.

- Risk management refers to the
coordinated activities to direct and
control an organization to realize goals
and opportunities while mitigating the
negative consequences of events.

- The culture, policies, processes, laws,
and institutions that define the structure
by which companies are directed and
managed.

- Corporate governance includes the
relationships among stakeholders and the
goals for which the corporation is
governed



GRC is the integrated collection of strategic, operational, and technology capabilities that 
enable an enterprise to reliably achieve its business objectives while addressing overall risks
and demonstrating compliance with regulations. 

Our Capabilities



GRC adoption is increasing and most organizations are on a GRC journey

of organizations have 
embarked on the road 
to GRC

73%
of organizations are 
operating compliance 
efforts in an ad hoc / 
fragmented / or siloed 
way

of organizations have 
undertaken full integration

27%
are focusing on a 
single centralized 
GRC platform
for the entire 
organization 

33%

38% are somewhat 
standardized 

14%
are concerned with the poor alignment 
of technology with GRC requirements

30%

Source: OCEG - 2016 GRC Technology Strategy study 

GRC Adoption



GRC solutions bring several functionalities 
taking into consideration the synergies and 
existing integration across the various 
domains:

GRC platforms offer:

• Policy Management
• Enterprise Risk Management
• IT & Security Risk Management
• Internal Audit
• Third-Party Risk Management 
• Business Continuity & Disaster 

Recovery Management 
• Compliance Management
• Incident & Threat Management 

GRC Universe



Organizations continue to struggle to manage overall risks due to complexity, silos, and growing 
cost of GRC initiatives

Increasing
costs of 
compliance and 
managing risks

Dynamic, 
complex and 
global  
regulatory 
environment

Siloed functions
and programs

Difficulty in 
effectively 
measuring and 
mitigating risks

• Ever changing and complex 
regulatory requirements as 
well as dynamic global scale 
of operations add to the 
complexity of managing 
risks and compliance needs.

• Increasing focus from 
regulators, together with 
hefty fines, settlements, and 
penalties, are reasons that 
costs for managing risks and 
compliance are higher than 
ever before.

• Disjointed GRC activities, 
processes, and tools 
contribute to gaps and 
duplication of efforts. As a 
result, risk information can’t 
be aggregated to the 
enterprise level consistently 
and transparently.

• Continued lack of cross 
organization collaboration, 
complex risk profiles, and 
large and complex nature of 
business are making 
increasingly difficult for 
organizations to track and 
measure the impact of risks 
on the business.

GRC Challenges



We help solve toughest challenges with our end-to-end GRC Service offerings

Enterprise compliance 
program simplification

Security compliance 
readiness reviews 

New product and/or 
service evaluation

Policy and controls 
definition

Enterprise GRC strategy 
and roadmap

Governance and operating 
model design

Cybersecurity integration 
into enterprise GRC

Managed services

GRC platform 
implementation

GRC program and tools 
optimization

Security risk assessment

Risk analytics

Risk reporting
KRI and KPI development

Increased cost 
efficiency and 
business value 
across GRC 
programs

Holistic 
approach to 
regulatory 
compliance

Improved 
effectiveness of 
integrated GRC 
programs

Enhanced ability 
to holistically 
manage 
organization 
risks and impacts

GRC Services



• Enterprise compliance program 
simplification: Establish a 
streamlined method to manage and 
evaluate processes, procedures, 
and controls mapped to regulatory 
requirements 

• Security compliance readiness 
reviews: Review programs based 
on regulatory requirements and 
guidance

• New product and/or service 
evaluation: Assess new products 
and services to comply with 
regulations

• Policy and Controls Definition: 
Assess existing or develop new 
internal security policies based on 
information security standards

• Managed services: Perform IT 
control testing, IT risk and 3rd 
party risk assessments, and 
security remediation work, all as 
cost effective managed services

• GRC platform implementation: 
From envisioning use cases 
through architecting interoperable 
solutions, configuration and 
deployment

• GRC program and tools 
optimization: Analyze current 
spending, tool strategy, and 
processes to provide insights on 
industry benchmarks, and leading 
practices towards building cost 
reduction roadmap 

• Enterprise GRC strategy and 
roadmap: Define and build vision 
for building synergies across risk 
and compliance programs

• Governance and operating 
model: Deliver the risk 
management function based on 3 
Lines of Defense model with 
optimized operating model

• Cybersecurity integration into 
enterprise GRC: Design Security 
risk management processes 
aligned to standards; develop 
consistent risk taxonomy; and 
incorporate security risk with 
operational and enterprise risk. 

• Enterprise risk assessment: 
Assess maturity and effectiveness 
of risk management programs 
using industry standards and 
frameworks e.g. NIST and create 
optimization roadmap

• Risk analytics: Generate 
actionable insights through 
identifying and analyzing risks, 
establishing risk baseline, and 
defining risk appetite

• Risk reporting, KRI and KPI 
development: Develop risk and 
performance indicators, and early 
warning thresholds with effective 
dashboards

Increased cost 
efficiency and 
business value 
across GRC 
programs

Holistic 
approach to 
regulatory 
compliance

Improved 
effectiveness of 
integrated GRC 
programs

Enhanced ability 
to holistically 
manage 
organization 
risks and impacts

We help solve toughest challenges with our end-to-end GRC Service offerings

GRC Services



Approach and Methodology for CS Strategy - Illustrative

STEP 2:
Diagnose Current 

Capabilities

STEP 3:
Define To-Be State

STEP 4: 
Create Roadmap

STEP 1:
Understand Context 

and Intent

CS Strategy
Methodology

Conduct discussions 
and Interviews with the 
identified stakeholders

Evaluate ’s current and 
planed IT landscape

Review ’s current & 
planned Cybersecurity 

Processes, 
Technologies and 

Capacity/Resourcing

Perform a 
Cybersecurity 

Capability Maturity 
Assessment

Identify security trends

Define Cybersecurity 
Vision And Mission

Define Cybersecurity 
Program

Define Cybersecurity 
strategy

Define Security 
Guiding Principles

Develop a Multi-year 
CS Spend Plan for 
prioritized initiatives 

Define security 
sourcing model

Define performance 
metrics for monitoring 

the progress of CS 
Strategy 

Implementation.

Define Cybersecurity  
Committees (as 

applicable)

Develop information 
security multi-year 

budgeting

Prioritize security 
investments and 

spending model for 
next 5 years

Prioritize security 
initiatives

Define Cybersecurity 
Service catalog  

Identify the vendors 
working with  and the 
services outsourced.

Identify the 
stakeholders for 
discussions and 

meetings and prepare 
a plan

Discuss the approach, 
scope, objectives and 
finalize availability of 

the stakeholders

Deep dive into ’s 
organization structure, 

’s services and 
regulatory 

requirements

1-2 Weeks 3-4 Weeks 2-4 Weeks 2 Weeks

Delivery Approach



Approach and Methodology for GRC - Illustrative
STEP 2:

Build & Establish 
Capabilities

STEP 3:
Operationalize the Capabilities

STEP 4: 
Transform

STEP 1:
Understand Context

CS GRC 
Methodology

Develop 
Cybersecurity policy, 

standards and 
hardening guidelines

Develop 
methodology to 

manage CS Risks

Integrate 
Cybersecurity into 
the project lifecycle

Build supporting 
capabilities like 

Asset Management, 
Change 

Management

Ensure 
implementation of 

CS policy and 
Standards

Perform periodic risk 
assessments for new 
and existing assets

Evaluate the 
outsourced services 

and vendors

Follow up to ensure 
closure of identified 

risks

Educate 
stakeholders during 
project lifecycle on 

involvement of 
Cybersecurity

Perform trend 
analysis and collect 

feedbacks to 
improve the 
processes

Monitor the 
performance of the 

GRC operations

Share reports with 
appropriate level of 

details to Sr. 
management and 
Regulatory Bodies

Enhance to next 
level of maturity as a 

part of continuous 
improvement

Ensure that GRC 
processes are 

optimized to the next 
level 

Advise on the 
methodologies of CS 

assessments and 
Reporting

Implementation of 
GRC processes 

across entire 
organization 

Prepare a plan to 
address the pain 

points while 
developing 
capabilities

Understand Risk & 
compliance business 

objectives and 
drivers.

Understand the risk 
appetite, tolerance 
levels and cyber 
security strategy 

initiatives
Review past 
incidents and 
existing cyber 

security issues as 
well  as pain points 

Develop compliance 
audit procedure

1-2 Weeks 4-6 Weeks 4-6 Weeks 2-4 Weeks

Delivery Approach



Case study: Security Operating Model for Large Telco 
Company in Saudi Arabia

Business situation
• The client has clear vision that is based on delivering  innovative services to enrich customers experience 

and provide value, major consideration is given to the changing threat landscape in order to ensure agility, 
resiliency and to meet the highest standards in cybersecurity

• The client has the strategic objective of becoming a multi-national telecommunication services provider which 
is reflected in its expansion plans and investments in subsidiaries across the region. 

• The client wants to assess and enhance its current security operating model to address existing challenges, 
identify opportunities for synergies, leverage the existing capabilities and experiences specifically in relation 
to the cybersecurity management of  its subsidiaries.

The Consultant security solution
• Our mission was to create a detailed operating model that assists the client to put the security strategy into 

operation to properly manage security across the organization’s subsidiaries.

• We conducted detailed assessment for the current status and the existing security services

• We designed OrgStructure , and created the policy, roles and responsibilities associated with governing 
bodies.

• Different operating structures were proposed with one-best-fit recommended to address the organization 
needs.

• Detailed KPIs and dashboards were created along with the reporting structure across the organization and its 
subsidiaries

High performance. Delivered.
• The Consultant defined the operating model for the 

subsidiaries. 

• This included: governance policy, OrgStructure, 
security service catalogue, Operating Model, Roles & 
Responsibilities, reporting structure, KPIS and 
dashboards

Project Role: Strategy & Risk- SME & Delivery Lead



Case study: GRC Solution Implementation for  Petro-
Chemical in Saudi Arabia

Business situation
• There is no automation for risk management and\or compliance evaluation. Current solution is purely manual 

and relies on human input and evaluation which are both making it very inaccurate and subject to errors. In 
addition, there is no reporting or collaboration platform for risk assessments and reporting.

• Client wanted to have a GRC solution to automate risk management , policy and compliance activities in 
addition to be able to conduct risk assessments for external vendors. 

• The client wanted to be able to create dashboards and customized reports for different stakeholders 

The Consultant security solution
• The Consultant implemented Service Now GRC (SN GRC) solution to the client.

• The solution (cloud-based) was fully customized to meet the client needs and processes workflow.

• The Consultant team helped to design the solution architecture and provided detailed High-Level-Designs 
(HLD) and Low-Level-Design (LLD).

• Interfaced the GRC solution with the SEIM (Q-Radar) and VA (Tenable) solutions.

• Existing documents including but not limited to the following were all imported into the solution: existing 
policies, security standards, risk register and previous audit\assessments findings.

• Workflows for risk, policy and compliance management were customized into the tool.

• Dashboards were created for senior management reporting.

• In addition to the built-in reports, several reports were configured\customized to meet the client needs. 

High performance. Delivered.
• Delivered secure application to automate risk and 

compliance management.
• Security deliverables were delivered on time on 

schedule.
• Leveraged the exiting ITSM implementation of SN to 

include the GRC capabilities 
• This enhanced the client’s existing risk management  

capabilities.

Project Role: Strategy & Risk- SME & Delivery Lead



Case study: Business Continuity Governance for a 
Telco in Saudi Arabia

Business situation
• The organization is newly establishing the Business Continuity Management function and wanted to 

partner with a consulting firm to advise on the proper Governance & Management practices to 
evaluate, direct and manage this function

The Consultant security solution
• The Consultant helped the client in the following areas:

• Created the BCM policy and overall program implementation roadmap

• Conducted multiple sessions of BCM awareness for senior management and the client’s project 
team

• Created the methodologies for Business Impact Analysis (BIA) and the Availability -based Risk 
Assessment (RA). This included the impact criteria and the associated templates to use in both 
BIA\RA

• Created the BCM program framework which included: BCM Governance and methodology that is 
aligned with ISO 22301

High performance. Delivered.
• Well defined governance structure and roles and 

responsibilities 
• A detailed BCM framework that is aligned with 

ISO2201 for business continuity management
• BIA\RA methodologies and associated templates

Project Role: Strategy & Risk- SME & Delivery Lead



Case study: Risk Management Framework for OT for 
an Oil & Gas Company in Oman

Business situation
• The client was seeking a partner to help transforming their OT Security function, by at first assessing 

the OT technical and security capabilities based on ISA standard as part of a larger transformation 
program and define future OT technology and security organization standards,  frameworks and 
processes. 

The Consultant security solution
• The Consultant helped the client in the following areas:

• Created the Security Risk Management framework based on ISA 62443 standard. The created 
framework took into consideration the alignment with other standards including but not limited to: 
ISO27005, NIST, and COBIT 5 for Risk.

• Conducted several awareness sessions and demonstration on the subject mainly covering various 
aspects of Risk Management in the ICS\OT context.

• Reviewed the various existing frameworks for risk in IT, Security, Enterprise, and Project 
management and aligned them all together in an overall approach incorporating OT risk 
management.

• Conducted a detailed table-top risk assessment and test scenarios to validate the operability of the 
created framework and the associated processes\procedures 

• Created the compliance management framework in alignment with ISO19600 and its associated 
processes.

• Advised on the KPIs and reporting structure to be followed in both risk and  compliance 
management.

High performance. Delivered.
• The client has better understanding of risk and 

compliance management in the context of OT.
• Better understanding of the risk scenarios, threats and 

vulnerabilities, and the actions required to mitigate the 
critical ones

• Specified responsible staff, detailed activities, and 
KPIs helping improve the overall security posture and 
readiness towards internal and external threats

Project Role: Strategy & Risk- SME & Delivery Lead



Technomax – Our Trusted Partner



.

30,000+
Learners Trained

25000+ 
Learners Placed

We are committed to empower you to become
#Risk Free and Compliance Ready
through powerful GRC solutions.

Let’s talk!

Subela Bhatia
Consultant Partner– GRC Solutions
Subela.Bhatia@imperiumme.com
+971 556425334 |


